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Virtualization of Resources — Definition

virtual: adj.[via the technical term virtual memory, prob.: from the term virtual image in
optics]
1. Common alternative to logical; often used to refer to the artificial objects (like addressable

virtual memory larger than physical memory) simulated by a computer system as a
convenient way to manage access to shared resources.

2. Simulated; performing the functions of something that isn't really there. An imaginative
child's doll may be a virtual playmate. Oppose real.

Eric S. Raymond - Jargon File
http://www.catb.org/~esr/jargon/

A Virtualization of Resources: Create virtual resources
e To partition and/or aggregate real resources
e To create resources with new qualities



Virtualization of Resources

O Aggregation and splitting of resources

e Combination of resources (clustering)
e.g., Grid computing

e Splitting of resources (zoning, partitioning)
e.g. server virtualization
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Resources that can be virtualized

4 CPU

e Partition CPU time into slices
d Memory

e Use swap mechanisms to create virtual memory address space
d Hard drive

e Span multiple physical disks

e Use file as virtual hard drive
O Network card

e Create virtual network adapter




System Virtualization

A Virtualize all resources of a host
A Virtual Machine Monitor (VM Monitor)
e Virtualizes host resources
e Multiplexes Virtual Machines onto physical hardware
d Virtual Machine (VM)
e Provides virtual hardware to guest operating system
e EXists in an isolated environment
d Available management primitives
o Start / Pause / Resume / Stop VM
e Migrate VM

e Add / Remove hardware to VM

Real
Machine




Advantages of System Virtualization

 Reuse existing hardware instead of installing new devices
e Consolidation of services
e Reduces operational cost
e Reduces energy consumption

A New flexibility available
e Use Virtual Machines as test environments
e Use snapshots to return to a known configuration




Problems of System Virtualization

A Rising complexity through additional layers
e Management of resources needed
e New security threats possible

d “Virtual Machine Sprawl”
e Ease of creation leads to high number of virtual machines
e Increased administrative effort




Network Virtualization

d Today’s network layer is too inflexible
» Slow adoption of new techniques (e.g. DiffServ/IntServ, IPv6)
e Leads to makeshift solutions (e.g. Network Address Translation)

* New services are restricted by current limitations
d We need to overcome ossification of today’s Internet

o Cater to new services
* Dynamically adaptable

1 Redefined business roles
e Infrastructure providers

) Service providers Service Service Service Service
Provider Provider Provider Provider
e Users \ X \ / \ /
Infrastructure Infrastructure Infrastructure
Provider Provider Provider
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Network Virtualization

1 Two basic elements to virtualize in networks
e Nodes (i.e. routers, hosts, ...)

e Links (i.e. physical connections between nodes)
A Different approaches for nodes and links

* Nodes
Partition resources: Provide several virtual nodes on one physical node
Provide a clear separation between different virtual nodes

e Links
Create new connections by combining existing connections
Multiplex access to connections among different virtual nodes
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Network Virtualization

 Network virtualization e S
o> >
e Virtualize both nodes and links

¢ Virtualize the entire network stack

[ Methods used today have
limited approach

e VPNs: Only virtual links
e VLANSs: Only on Link Layer

e P2P Networks: Only on
Application Layer

O Approach needed that overcomes these limitations

Virtual Network 2 :

e Use System Virtualization as underlying virtualization method
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Virtual Router

1 Virtual router in the context of
system virtualization

e OS with routing functionality
e Encapsulated in a VM Virtual
e Managed by a VMM Router

O Virtualization advantages:

Real Machine

e Router OSs sandboxed from each
other

e Different routing mechanisms on the
same (real) machine
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Virtual Link

A Virtual link in the context of system virtualization
e Logical interconnection of two virtual routers
e Appearing to them as a direct physical link
» Properties can change dynamically (e.g. bandwidth)
e Can traverse more than one physical link

VMM

Real Machine —m'— RM —%— Real Machine
I
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Advantages of Network Virtualization

 Reuse existing hardware instead of installing new devices
e Allows to deploy new networks dynamically
e Increases energy-efficiency

 Test-drive new protocols in existing networks
e Test in realistic environments
e Soft migration of technologies possible

[ Separation of concerns
e Provide sandboxes for different networks
e Minimal influence between two different networks
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Problems of Network Virtualization

A Rising complexity through additional layers
e Management of resources needed
e New security threats possible

d Fragmentation of networks
e Inter-network routing may be necessary
e Gateway mechanisms interconnecting different networks
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Virtual Resource Mapping

d Virtual resources have to be mapped to substrate resources
e Some hardware has to implement functionality after all
e Different mappings can be possible

O Obvious constraints
e Substrate resources may not be overspent

e Mapping should be optimal for some target function
E.g.: Maximize number of hosted Virtual Machines

1 Not so obvious:

e Security: What about malicious Virtual Machines?
e Resilience: Shared hardware increases risk of failure
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Resource mapping in the data centre

A Map virtual machines to physical machines
A Typical goal: Consolidation

e Reduce amount of necessary hardware

e Reduce energy consumption

2 = 2 = = = =
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Virtualisation Virtualisation Virtualisation Virtualisation
Layer Layer Layer Layer

Physical Physical Physical Physical
Machine Machine Machine Machine
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Consolidation vs. Resilience

3 Which solution is more resilient?
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Consolidation vs. Resilience

[ Which solution is more resilient? = Failure probabilities

A Assumed probability of failure of one physical machine: 0.5

# VM 4 Phys. Machines | 4 Phys. Machines | 2 Phys 2 Phys

Failures |isolated cumulative Machines Machines
isolated cumulative

0 0,0625 1 0,25 1

1 0,25 0,9375 0 0,75

2 0,375 0,6875 0,5 0,75

3 0,25 0,3125 0 0,25

4 0,0625 0,0625 0,25 0,25
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Virtual Machine outbreak

1 Malicious VM can break out of its environment
e Misuse of VM Monitor interface
e Bugs in the VM Monitor

A Malicious VM Monitor has arbitrary control
over other VMs

o Control execution, read memory contents
e Popular examples: Blue Pill, SubVirt

d Countermeasures: Trusted VM Monitor
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Cross-Virtual-Machine attacks

1 Malicious VM can attack other VMs

d E.g. DoS attack
e Consume CPU power
e Consume network traffic

A E.g. Side channel attacks
e Measure lost CPU ticks

e Measure hard drive access times
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VM Monitor

Real
Machine

23



Virtual Network Embedding

Virtual !\Ietwciwrk 2

Vittual Netwd

A Virtual Network Embedding (VNE): Map virtual networks to
substrate network

e Substrate network provides resources
e Virtual networks consume resources
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Constraints & Problem complexity

Link Revenue: 30
Node Revenue: 20 + 10 =30

@ Revenue:
I

Total Revenue of VN = 60

|
I Cost:
\ - Link cost : 30 + 30 = 60

- Node cost: 20 + 10 =30
- Total Cost =90
(with same weigths)

m Embedding is NP-complete
m Bin-packing problem (nodes)
m Unsplittable Flow problem (links)

Virtual Node Substrate Node
A Demand A Resource

Virtual Link Substrate Link
Demand D Resource

O—0OO0—0O

Virtual Network Substrate Network

—-
Mapped Path
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Resilient Virtual Network Embedding

[ Challenges to consider
e Link failures
e Node failures

d Make use of geographical/topological diversity

e Ensure virtual nodes of one virtual network are not mapped to the
same substrate node

e Ensure different virtual links use distinct paths in the substrate
network

 Note: These goals are contrary to consolidation
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Virtualization as Resilience Enabler

 Idea: Hardware abstraction enables masking of hardware
shortcomings

* Reduce dependency on error-prone hardware
e Increase fault tolerance of a virtualized service

A Question: How do we handle failures with virtualization?
e Change the mapping of resources: Migration
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Failure Classes / Challenge Classification

[ Categorize failures into
e Virtual Machine failures
e Host failures
e Network failures

Crash Omission Timing Byzantine
VM Software buffer  DoS attacks, high CPU or RAM Conceptual
overflow usage software bugs
Host  Hard disk or High CPU or RAM usage by Bugs in
CPU crash concurrent VMs hardware
drivers
Network Cable cut, Network congestion DoS attacks Forged DNS or

routing failure BGP messages
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Virtual Machine Migration

 Migrate from unhealthy node to healthy node
e Requires health monitoring
o Requires failure prediction

1 Cold state
e Disk image o o0
e Hardware configuration £3 £3
s o s
1 Hot state = g Migration 2 gg
« CPU state S8 > 8%
e RAM contents Virtualisation Virtualisation
Layer Layer
Real
Machine
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Virtual Machine Migration

[ Concepts

e Cold migration
Pause Virtual Machine
Transfer all state
Resume Virtual Machine

e Live migration
(Transfer cold state, if necessary)

Repeatedly update hot state

Once state difference is small, pause Virtual Machine, transfer rest of
state, and resume on target host

 Live migration is the interesting one
e Low service downtime (< 1 second)
o But: Higher complexity, high bandwidth requirements
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Migration phases

[ Several distinct phases during migration

 Needs significant lead time
e Elaborate monitoring mechanisms
e Reasoning about challenges

Recover to
normal state

Time to migrate
> II /I T. )
Lead time > ime
Detection of Start of End of
upcoming challenge challenge challenge
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Virtual Machine Live Migration

[ Step 1: Copy cold state to target machine

VM
Cold Hot

state state

Virtualisation
Layer Layer

Source Target

Machine ‘\l Machine

Client traffic 33

Virtualisation




Virtual Machine Live Migration

 Step 1: Copy cold state to target machine
 Step 2: Start copy of VM on target machine

e Hot state is inconsistent to original
e Needs to be modified

VM
Cold Hot

state state

Virtualisation

Layer

Source

Virtualisation
Layer

Target
Machine

Machine ‘\l

Client traffic
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Virtual Machine Live Migration

 Step 1: Copy cold state to target machine

[ Step 2: Start copy of VM on target machine

[ Step 3: Iteratively update hot state on target machine
e Copy hot state to target machine

e Repeat until
Difference is small

. —>
Too much time elapsed -‘5% | .
- - -la; —>
25 25
O% O%
Virtualisation Virtualisation
Layer Layer
Source Target

Machine ‘\l Machine

Client traffic 35



Virtual Machine Live Migration

 Step 1: Copy cold state to target machine

[ Step 2: Start copy of VM on target machine

[ Step 3: Iteratively update hot state on target machine
[ Step 4: Stop original VM and transfer remaining state

S
g2 8%
- - % T ..g
=
>
25 35
(OR (OR
Virtualisation Virtualisation
Layer Layer
Source Target

Machine ‘\l Machine

Client traffic 36



Virtual Machine Live Migration

 Step 1: Copy cold state to target machine

[ Step 2: Start copy of VM on target machine

[ Step 3: Iteratively update hot state on target machine
[ Step 4: Stop original VM and transfer remaining state
[ Step 5: Redirect client network traffic

1=
T3
=
>
2% 2%
(OR (OR
Virtualisation Virtualisation
Layer Layer
Source Target

Machine | ‘/’ Machine

Client traffic 37



Applicability of VM migration for resilience

 Target scenario
e Source machine fails
e Source machine falls short of requirements

O Requirements
e Sufficient lead time before challenge occurs
e Sufficient bandwidth to transfer state

] Benefits

e Low service downtime
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Wide-Area Migration

d What if the entire data center fails?
 Migrate a Virtual Machine across several subnets

e Topological change of the network
» Requires network recovery / traffic redirection
e State transfer works like local migration

Client

Network C

1
Host A Access router : : Host B
1

.
Network A Network B




Wide-Area Migration Performance

packet inter-arrival times in seconds

0.8
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0.4

0.2

Downtime due to migration
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Traffic redirection strategies
Networklayer |Example  [Po [Conta

Link layer Change MAC <-> IP mapping:  Simple, fast, transparent ~ Only works on LANs
ARP update to applications
Network layer IP tunneling: forward packets  Transparent to Source host has to
through IP-in-IP tunnel applications remain active
Network layer Mobile IP Provided by IPv6, Needs home agent
implementation available
for IPv4
Transport layer Stream Control Transmission Application controls Application has to be
Protocol where to migrate to aware of challenge
Application layer Change DNS mapping Mostly transparent to High load on DNS if used
dynamically (e.g. DynDNS) applications (if resolved extensively, Problems
by hosthame) with caching
Application layer Locate service via P2P network  Copes well with high Relatively invasive for
churn rates applications,
Possibly inefficient
routing
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Virtual Machine Synchronization

d Creating a hot spare / hot standby
e Hot state is continuously synchronized
e Upon failure, responsibility can be shifted immediately
e Requires high network bandwidth between substrate nodes

A Similar to server redundancy
e But: Can be performed by VM Monitor
* No hot spare support by service needed
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Virtual Machine Synchronization

 Step 1: Copy cold state to target machine

[ Step 2: Start copy of VM on target machine

[ Step 3: Iteratively update hot state on target machine
e Copy hot state to target machine
e Repeat until source machine fails

[ Step 4: Upon failure, redirect

. ) ) —>
client network traffic o% >
5= - >
2 s

O o+

Virtualisation Virtualisation
Layer Layer
Source Target
Machine

Machine ‘\l

Client traffic
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Applicability of VM syncronization for
resilience
 Target scenario

e Source machine fails

e Source machine falls short of requirements

O Requirements

e Availability of multiple physical machines
e Sufficient bandwidth to transfer state

1 Benefits
e Low service downtime
* No lead time necessary
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Conclusions

A Virtualization is going to stay
e Employed in several Future Internet testbeds already

A Virtualization has its own resilience problems
e Appropriate mapping of VMs
e Potentially malicious VMs

 But virtualization can also help with resilience
e Migration of VMs
e Synchronization of VMs
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