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Topology-based Resilience Metrics

g Several metrics exist
g But not all are useful

q Definitions

e k-link (edge) connectivity is the minimal number of links whose

removal would disconnect the graph

» k-node (vertex) connectivity is the minimal number of nodes whose

removal (including removal of adjacent links) would disconnect the

graph

e A k-reqular graph is k-node-connected if there are k node-disjoint

paths between any pair of nodes.



IEEE 802.3ad: Link Aggregation

q |IEEE Link Aggregation allows for bundling
e several physical Ethernet connections

 into a logical one

g Connection between |
e Two hosts |

e Two Ethernet switches

e Host and switch

g |IEEE Link Aggregation allows for increasing bandwidth
g But is also a fault tolerance mechanism

e If a cable is plugged out,
e.g., for maintenance reasons,

e the two layer-2 devices remain connected.




Path Protection

src —»Q—»Q—»Q—» dst Primary path —
B

Backup path .

g Traffic is forwarded using backup path in case of failure

g Source needs to monitor the operation of primary path

C Info about node or link failure needs to be propagated back to

SIc



Local Protection

g Node or link failures are detected locally and backup paths are used
until routing re-converges

C This can reduces the MTTR by the order of a magnitude
compared to path protection

C Contra: higher signaling and equipment overhead
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Example

w b= 0 0O 0

Location protection at IP layer

Routing protocol: OSPF

Local protection according to IP Fast Reroute (IPFRR) (RFC 5714)
Normal operation: Routing from src to dst via R3 and R4

After failure of link between R4 and dst: Rerouting from R4 to dst via R2

Then, info is propagated in the network, OSPF routing converges and a new path

is used from src to dst via R1 and R2.



Multihoming

g Multihoming refers to a network setup where a host or a network is

connected to the Internet via more than 1 connection

g It can be applied in various contexts

e Host Multihoming
An IP host connected via multiple network interfaces

Each network interface might be connected to a different access network

e Multihoming at the transition point between networks
An enterprise network connected to the Internet via multiple ISPs

BGP peering with multiple providers
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Congestion Control

g TCP congestion control
q Traffic Engineering
g Protection again DoS attacks

e Rate limiting: vulnerable to
“false positives”, i.e., legitimate traffic is classified as malicious

“false negatives”, i.e., malicious traffic is classified as legitimate
e Cookies

e CAPTCHAS
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Traffic Engineering

g Addresses network congestion at the network layer
qg Goals

e Optimize network throughput, packet loss, delay
g Input
e Network topology

e Traffic matrix (may change over time, e.g., daily patterns)
g Output

e (Eventually modified) link weights used to compute routing tables
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Denial-of-Service Protection with Cookies (1)

™~
1: request
[ /% Bob
2: Cookie >
Alice -

3: request, Cookie

Upon receiving a request from Alice, Bob calculates a Cookie and sends it to Bob.
Alice will receive the Cookie and resend the request with the Cookie together.
Bob verifies that the Cookie is correct and then starts to process Alice‘s request.

An attacker that is sending requests with a spoofed source address will not be able to send
the Cookie (unless s/she is on the path from Bob to Alice).

0000

DE “Request”

Attacker =

] Bob

== .
——  “Cookie”
Alice
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Denial-of-Service Protection with Cookies (2)

g Cookies discussion:
e Advantage: allows to counter simple address spoofing attacks

e Drawbacks
Requires CPU resources

In some applications, e.g., DNS, it might be easier to respond to the

request than generating the cookie
Requires one additional message roundtrip.

Network may remain congested
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Signhaling Integrity; “ARP” protection

g Manual configuration, e.g., ARP messages with wrong matching (IP
to MAC) are discarded

C Too costly

C But can be used for special nodes, e.g., default gateway

q IPv6 SEcure Neighbor Discovery (SEND) (RFC 2461 and 2462)
e Uses a Cryptographically Generated Address (CGA)

Routing prefix Hash62(Host public key)
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Signaling Integrity; DNSSEC

g Protects DNS responses with cryptographic signatures
g In a dedicated DNS record: the RRSIG record (RFC4034)
g DNS Records can be verified with a “chain of trust”

e Public key of the DNS root zone must be known by clients
q Authority delegation is restricted to sub-domains

e e.g., system administrator of “net.in.tum.de” can not sign records for

“Irz.de”

e Note: this is not the case for PKls currently used in the web
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Signhaling Integrity; BGP Security

g Not trivial

g Can not be solved by simply adding message integration protection of

BGP announcements

e E.g., what is if “Pakistan Telecom” signs BGP announcements for a Youtube

prefix?

q E.g. AS1 is malicious

e It announces a 1-hop path to AS6
e AS2 and AS3 send IP traffic destinated to AS6

towards AS1 because that’s the shortest path

they know to ASG.

e How should AS2 and AS3 know?
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Signaling Integrity; BGP Security
C Integrity of BGP announcements needs to be validated by a
combination of
C Topology authentication,
C BGP path authentication and

C Announcement's origin authentication
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Signaling Integrity

g Domain Keys Identified Mail (DKIM)

e Allows for validation of a domain name associated with an email

address

e An organization takes responsibility for a message in a way that can be

validated by a recipient

e Prominent email service providers implementing DKIM

Yahoo, Gmail, and FastMail.

Any mail from these organizations should carry a DKIM signature
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Signaling Integrity

g Spammers can still sign their outgoing messages

C DKIM should be used with reputation:

Email messages sent by a domain that is known for signing good

messages can be accepted

while others may require further examination.
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Server Redundancy

g Server redundancy as a fault tolerance mechanism
g Servers instances may be
e in the same LAN or

 different sub-networks C Geographic diversity

g Supporting mechanisms
e |P Takeover
e NAT Takeover

 DNS
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Server Redundancy; IP Takeover

g Simple redundancy mechanism

q Backup server receives periodic “keep alive” messages from master

server, e.d., every 10ms
g In case of no response
e Backup server broadcasts an ARP message in the LAN

e From now on, all IP traffic is forwarded to the backup server

Master server Backup server

q Drawbacks

e EXxisting session state gets lost

e Ethernet switch is a single point of failure

Internet
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Server Redundancy; IP Takeover with 2 Switches

g Both master and backup servers are connected to 2 switches
g Same procedure with ARP

C Incoming requests from both switches is forwarded to the
backup server

g Any component (server or switch or cable) can be removed, e.g.,
for maintenance reasons, while the service keeps on being

available
Master server Backup server

keepalive

25



Server Redundancy; NAT Takeover

q Similar to IP Takeover
g “Keep alive” messages from backup to master server
g Change NAT binding upon lack of response from master server

C Incoming requests are forwarded to the backup server

Master server Backup server

keepalive

oy
-

NAT

‘ Internet

g Note: Master and backup server do not have to be in the same LAN
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Server Redundancy; DNS

g DNS can provide several IP addresses for the same name
g By monitoring the availability of servers from a server pool,

unavailable servers can be removed from DNS responses

l ~ Server pool

g Moreover, DNS responses can be adjusted according to the current

/

load

C See, e.g., Content Distribution Networks (CDN)
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IP Anycast

g Multiple servers can be made reachable under the same IP address
g Via IP anycast
g E.g. DNS F-root server (IPv4: 192.5.5.241; IPv6: 2001:500:2f::f)

192.5.5.241 192.5.5.241
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IP Anycast

g IP anycast used for DNS since 2002 for root servers and many
TLDs

e New servers can be easily added without updating the DNS clients.

e Limitations:
1. Failover time depends on the convergence of the routing protocol
e In case of BGP can be several minutes
1. Not any IP address can be anycasted

e You need an IP address prefix.

e Otherwise, announcement is ignored.

29



IP Anycast

g 13 root servers (A to M)
q But number of physical servers in total is higher
g and increasing:
« 191 by Oct. 2009
* 229 by Oct. 2010 e ¢ 6 o e e

( . ‘.-' .Ik;-‘. v

Pocoms

nnnnnnn

Multiple instances + Argent

Single instance

Source: http://root-servers.org/
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Virtualization

g Different virtualization techniques, e.g., KVM, Xen, etc.
g Can be used to enhance resilience of network services
e Start new servers from existing images on demand, e.g.,

To address overload situations

In case servers in other locations crash
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Overlay Routing

g Overlay networks
e Are networks built on top of existing networks

e They typically provide additional functionality not provided at the

Lzunderlay* network

g Overlay routing

e End hosts can organize themselves in a P2P network

e and provide routing using the overlay in case the underlay routing fails
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Overlay Routing

g Example
e Upon link failure between R1 and R2
* AcanreachBviaDor C
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Overlay Routing

g Typical reasons for lack of connectivity in the underlay
e Misconfigured middleboxes (firewalls, NATS)

e Slow BGP convergence

g Systems supporting overlay routing

e Tor

while it is actually designed with anonymization in mind, it provides

overlay routing and can be useful in case of network partial failures

e Skype
Skype supernodes typically provide connectivity for Skype clients behind

firewalls or NATs
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Geographic diversity
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Reliability vs. Availability

g The reliability of a unit at a point of time t is the probability that the

unit is operational until t

R(t) = Pr [ unit is operating until t |

g The availability of a unit at a point of time t is the probability that

the unit is operational at t

A(t) = Pr [ unit is operating at t |
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MTTF & MTTR

d Mean Time To Failure (MTTF)

e Mean time between
Point of time when a unit is put into operation
Point of time when the unit fails for the next time

g Mean Time To Repair (MTTR)

e Mean time between
Point of time when a unit fails
Point of time when the unit is put into operation again

g This results into an average availability

3 MTTF
MTTF + MTTR

Aavg
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Example 1

Web servers

1 2

Proxy

Rsystem (t) - RDFOXY (t) ’ R\Nebserver pool (t)

IRf\/ebserver pool (t) =1- (1_ vaebserver (t))k

g Same holds for the availability
Asystem (t) = Aproxy (t) >'A\Nebserver pool (t)

A\Nebserver pool (t) =1- (1_ A/vebserver (t))k
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Example 2: P2P Networks

g Resilience properties
e Decentralization
e Geographic diversity
 Ability to cope with “churn”
§ “Churn” means that peers join and leave at any time

C Replication of each data item on several peers

C Autonomic recovery from stale P2P routing tables
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P2P Networks

g Common approaches
C Managed P2P networks (or supervised P2P networks)
C E.g., Google File System (GFS), Skype
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Use Case: VolIP Signhaling

DNS AAA

C Complex and vulenerable infrastructure
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Server-based SIP Signaling

User Agent (UA) Registration Session setup
REGISTER % % INVITE
A
|r[-l_h / A |'ﬂ:“w. . B
N@J “@J < g o
Voice -
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P2PSIP Signaling

User Agent (UA) Registration Session setup

STORE(hash(alice@example.com), IP:port) GET(hash(alice@example.com) )

 What is the probability that a session (phone call) can be successfully
setup with the P2P network?
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P2PSIP: Reliability Quantification

A LN B
- STORE -
! T B
Refreshing | >< GET

period < <
: «

_v._ | STORE R ‘
—

q @ Pr| peer is Onlfn@ < ?
- ()=1—-(1—R t .
A Ripiical?) ( peer € )@‘\[ k: Number of replica ]
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P2PSIP: Reliability Quantification
q R,. (t) = Pr| peer is online until t|

STORE STORE STORE

10V

0.0

1h 2h 3h
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P2PSIP Modeling with Skype

0 -
10 W+ %*‘“br;_h‘ RN
—
= -1
r 10
-
D
=
=
8 + + Traces
. — 10'2 \
9; -—-. Power-Law Model
o ——  Weibull Model N
5
103 ' : ' ' ' ' ' -
1h 2h 4h 8h 1d 2d 4d 8d 16d
Lifetime t

[ Weibull ,Scale“ parameter ]

[ Weibull ,Shape* parameter ]
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P2PSIP Modeling with Skype

$ e

|
q R, (2)=Pr[ peeris onlineuntil t]=e "’ ; Ropieal®) =1—(1—R . (¢ )"

=l
|
w @ ©

1h 2h 3h

| Goal: Reliability > 0.99999 |

C A phone session can be successfully setup with probability > 0.999 99 P
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Example 3: P2P Networks enhanced with Privacy

g Privacy attacks on P2P-based SIP networks:

e Attackers can determine user location (IP address) from the P2P network

GET
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Privacy-Preserving P2PSIP (Pr2-P2PSIP)

! Outbound tunnels ]

© 0 O O O O
Q@ @ @ 0 0
@ @ @ 0 0

T &y B

o—@" @ O @ |
o @ " O 0@
o O ET N @ @ @

Inbound tunnels

STORE(hash(alice@example.com), IP:M

STORE(hash(alice@exampIe.com),
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Pre-P2PSIP: Reliability Cost Analysis

g Reliability model

g Tunnels are more expensive to maintain

Inbound tuqnels Replica
|

|| 1

l

C How many peers are required?

Rz paprge (1) = (17 (1= (Rie (1))°)7) %(1- (- R (1))
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Pre-P2PSIP: Reliability Cost Analysis

g Based on Skype traces

q E.g., refreshing period: 10 min

Pr2-P2PSIP P2PSIP without Privacy
26 peers for 4 peers for
* Replica * Replica

e Inbound tunnels

g Additional costs for outbound tunnels

C Privacy requires a significantly higher signaling overhead

C Reliability model includes not only pure redundancy but also

dependency

54






P2P Networks

qP2P networks
e are decentralized

e can cope with ,,churn®, i.e., peers can join and leave the network any
time
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P2P Networks

g Drawback: several attacks are possible

e Sybil attacks:
Attacker participate with several fake identities
In order to control a portion of the network

 Eclipse attacks,
Attacker control the neighborhood of a peer or content
In order to make unavailable for other participants in the P2P networks

e etc. [ »oybil* attack ]\ \J/a

[ ~Eclipse* attack ]\ (
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»oupervised” P2P Networks

Supervisor

R

Supervisor provides verifiable identities (e.g., X.509)
e At the overlay layer: Node ID

e At the application layer: SIP address (alice@example.com)

g Supervisor, not a Single-Point-of-Failure
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Examples

g DNS lookup (stateless service)
e MTTF: 30 min
e MTTR: 1 ms
A, =0.998

avg

C One can achieve
 high availability
e with low reliability (low MTTF)
e if MTTR is sufficiently low

g Conference bridge (statefull service)
e Each time, the bridge fails, participants need to re-dial

e Even if MTTR is sufficiently low, it has to be guaranteed that the MTTF

Is sufficiently high to assure service quality -



