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Routing Overview

 Routing versus forwarding
A Distance vector versus link state
4 Convergence




Routing - Overview

4 Routing: determine the route or path a packet has to follow.

4 Forwarding: move a packet from an input link to an appropriate
output link (determined by the routing).

Routing alogorithm

Local forwarding table

header value | output link

01003

01012

01112 —
1

1001

Value in arriving
packet’s header

0111} ==p

source: Kurose&Ross



Routing: G=(N,E)

4 Nodes: Routers and Hosts
(u,v,w,...)
4 Edges: Links between nodes.

[ Each edge has a Cost
associated with it.

e c(u,v) =1, c(u,x)=2, etc.

Problem: Calculating the path with the lowest cost from source

to destination:
D(u,z) = min{path: sum of all edge costs c(.,.) over the path}




Convergence

d Convergence is the state of a set of routers that have the same
topological information about the network they operate in.

d Convergence time is a measure of how fast a group of routers
reach the state of convergence.

e Certain configuration and hardware conditions will prevent a
network from ever converging.

e BGP typically never converges because the Internet is too big for
changes to be communicated fast enough.


http://en.wikipedia.org/wiki/Router_(computing)
http://en.wikipedia.org/wiki/Router_(computing)
http://en.wikipedia.org/wiki/Network_topology
http://en.wikipedia.org/wiki/Network_topology
http://en.wikipedia.org/wiki/Internetwork
http://en.wikipedia.org/wiki/Internetwork
http://en.wikipedia.org/wiki/BGP
http://en.wikipedia.org/wiki/BGP

Link-State vs. Distance Vector

d Link State
Global knowledge: Each node talks to all other nodes, but only
tells them what it knows for sure (i.e., the state of its directly
connected links)

fast convergence, generates less traffic, fast reaction on topology changes, bad
scaling, more robust

d Distance Vector
[terative, distributed: Each node only talks to its directly
connected neighbours, but sends its entire forwarding table.

simple to implement, simple to configure, bad convergence, bad scaling, error
propagation




Oscillations in Link-State Routing

here:
link cost = load
> c(v,u)#c(u,v)

a. Initial routing b. x, y detect better path
to w, clockwise

¢. X, y, z detect better path d. x, y, z, detect better path
source: Kurose&Ross to w, counterclockwise to w, clockwise



1) y: x=1, z=1 > advertise
2) z: x=2, y=1 > advertise
3) convergence

source: Kurose&Ross

Link-Cost Changes

count-to-infinity problem:
1) y: x=6, z=1 LOOP!
2) z. x=7,y=1 ...

3)y: x=8, z=1 ...

45) z: x=50, y=1

(partial) Solution: Poisoned Reverse

z announces Dz(x)=inf if it routes
through y to get to x. 9



Routing Diversity

4 Path protection
4 Local protection
4 Link aggregation
d Multipath routing

d Example: Rope-Ladder routing
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Faillures

d Link failure

o software error, hardware problem, disconnection
d Path failure

e denial of service/ traffic burst > loss, performance failures

4 Error detection
e Network layer achknowledgments
e HELLO messages

O O——(O)— =




Path Protection

OO O—f]  Prma

Backup path

dTraffic is forwarded using backup path in case of failure

dSource needs to monitor the operation of primary path

>Info about node or link failure needs to be propagated back to source
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Local Protection

1 Node or link failures are detected locally and backup paths are
used until routing re-converges

e This can reduce the MTTR by the order of a magnitude compared
to path protection

e Contra: higher signalling and equipment overhead
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Link Aggregation

4 Bundling several physical Ethernet connections into one logical
link

4 Connection between
e Two hosts Src dst

e Two Ethernet switches

e Host and switch

4 IEEE 802.3ad Link Aggregation allows for increasing bandwidth
4 Fault tolerance mechanism




Multipath Routing

4 fault tolerance, increased bandwidth, or improved security
e Simultaneous, parallel transport over multiple carriers
» Load balancing over available assets

» Avoidance of path discovery when re-assigning an interrupted
stream

d The multiple paths computed might be overlapped, edge-
disjointed or node-disjointed with each other

d Can cause Out-Of-Order-Delivery of packets

15


http://en.wikipedia.org/wiki/Fault_tolerance
http://en.wikipedia.org/wiki/Fault_tolerance
http://en.wikipedia.org/wiki/Bandwidth_(computing)
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Rope Ladder

[Lessmann et al, WoWMoM, 2010]

Fig. 1. Different protection schemes. a) path protection. b) segment
protection. ¢) node protection. d) link protection. e€) rope-ladder protection.
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Rope Ladder
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Rope Ladder
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Rope Ladder
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Rope Ladder
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Rope Ladder
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Rope Ladder
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Summary

TABLE 1
FEATURES OF PROTECTION SCHEMES

SP NP LP RLP

single link failure
multiple consecutive link failures

# critical backup links, given primary link failure
single node failure

multiple consecutive node failures
worst case failure propagation hop count
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Wireless Networks

d Wireless networks give insight into reactivity aspect

4 Proactive versus reactive routing
1 DSR flip-flop routing

19



Proactive versus Reactive Routing

J Proactive Routing
o constantly monitor the possible routes
e re-route if less expensive route gets available
e convergence

J Reactive Routing
e find a route by flooding the network with route request packets.
 high latency in route finding, excessive flooding

3 Application environment
e Wireless ad-hoc and mesh networks

20



Ad hoc On-demand Distance Vector Routing

4 Disseminates network wide routing control messages on-
demand, at the time a route is needed.

1 Broadcast route request (RREQ)

A Destination or intermediate node with a route to the destination
replies with a unicast route reply (RREP).

[ Soft state routing tables (entries time out)

[ Monitors links between neighbors to detect link failures (hello or
link layer feedback)

21



Dynamic Source Routing

d Forwarding based on route defined in packet header
4 Similar route discovery as AODV

e caches routing information in received or promiscuously overheard
packets > own local view of network connectivity

d Can support automatic route shortening
e inspecting source route in overheard packets
e inform sender
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d Optimizations for ad-hoc networks that

Optimized Link State Routing Protocol

reduce control traffic

overhead and increase reactivity to topologicalc changes

e multip-point relays (MPRs) to transmit control messages through

the network.

d HELLO include neighbor set. Actual link

e only partial link state information is flooded.

state is only propagated

throughout the network by MPRs in Topology Control messages.

1 Because of the proactive nature of OLSR, the protocol needs

time to converge and, therefore, it reac
changes than AODV and DSR do.

s slower to topological
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Sensing Mechanisms
[Nordstrom et al, UU-TR, 2007]

d Network layer achknowledgments (DSR)
o RTT estimation (piggiback request, reply separate)
e increase channel contention > self-interference
e premature route timeouts

e packet buffering >self-interference
d HELLO messages (AODV, OLSR)

e not as accurate as needed (broadcast vs. unicast, sensitive to
interference and hidden nodes)

e TCP backlashing
J Promiscuous Listening

e link cache poisoning

e RERR might not reach other nodes until they have already sent
new packets with old routing state

24



Proactive versus Reactive Routing

[Nordstrom et al, UU-TR, 2007] B
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Proactive versus Reactive Routlng
[Nordstrom et al, UU-TR, 2007] B
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Proactive versus Reactive Routing

[Nordstrom et al, UU-TR, 2007] B
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Flip-Flop Routing DSR
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Flip-Flop Routing DSR
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Flip-Flop Routing DSR
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Flip-Flop Routing DSR
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Flip-Flop Routing DSR
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Flip-Flop Routing DSR
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Scalability

4 Scalability mechanisms make reacting to changes slow

4 Internet / Hierarchical Routing
d Resilient Overlay Network
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Topology of the Internet

source: Kurose&Ross
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CAIDA’

s IPv4 AS Core
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Two-Level Routing

4 Intra-AS Routing (RIP/DV, OSPF/LS, IGRP/DV)
d Inter-AS Routing (BGP)

Intra-AS routing Inter-AS routing
algorithm algorithm

Forwarding
table 30

source: Kurose&Ross



Scalability

d Early ARPANET routing was dynamic , repsonding to the current
delay and utilization of the network.

» Delay- and congestionbased distributed shortest path routing
algorithm (1989)

 Diversity and size necessitated the deployment of protocols that
perform more aggregation and fewer updates.

e Treating vast collections of subnetworks as a single entity
e Prevent costly route oscillations

d Aggregation and damping provide good scalability
but infere with rapid detection and recovery
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Border Gateway Protocol (Overview)

d Best route selection for an AS is a function of

e best routes of its neighbors

e its own routing policies
3 Policies overwrite distance metric

e Monotonicity of the distance vector is not given anymore,
potentially leading the protocol to diverge.

A collection of locally well-configured policies can give rise to
global routing anomalies.

e Policy conflicts look the same as unstable routers or defect
hardware.

4 (dynamic) route flap dampening
e slow motion, fault identification hard
4 (static) verify routing policies for conflicts
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Resilient Overlay Network
[Andersen et al, SOPS, 2001]

4 Application layer overlay

e Moving error detection and recovery to a higher layer overlay
that is capable of faster response because it does not have to

worry about scalability.

[ Fast error detection and recovery

e active probing and passive observation (latency, packet loss, bw)
4 Tight integration with applications
d Expressive policy routing
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Resilient Overlay Network
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Resilient Overlay Network

AS1
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Resilient Overlay Network

34



Delay Tolerance

 Store-carry-forward
d Replication
J Routing strategies
e epidemic
e [imted epidemic (spray & wait)

e probabilistic
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Delay Tolerant Networking

 Route network messages via intermittently connected nodes
4 IETF Taks Force: www.dtnrg.org
A Earlier work: interplanetary network (NASA)

d Challenges:
e large delay (physical link, network partitioning)
e mobility
e connectivity
e available resources
e energy

d Store-carry-forward: hop-by-hop storage and retransmission
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Deterministic Scenarios ?

4 Interplanetary Network

3 Bus/Train

d Animals

d Humans

d Students

A Conferences
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Node Centrality

d Degree IR
« number of direct connections |
e identification of hubs

J Betweenness
e bridge node

3 Closeness
e shortest path to all others
e measures how long it will take data to spread in community

38



Routing Strategies

4 Epidemic forwarding
» Pass message to every node

» Most efficient spreading if resources available
4 Limted epidemic

e Limit number of copies (spray & wait)

e Limit send rate (slef)
 Probabilistic

e Taking contact history into account (prophet)
3 Social routing

e Considering node centrality (bubble)

39



Forwarding Performance
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