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Simulations vs. analytical methods

 Simulations can go into far more detail in representing a network

 Usually, a simulator’s learning curve is steeper than the counterpart
for analysis

But
 Analytical models allow better insights to the dynamics behind the

performance results

 Analytical methods give higher confidence to the reported results
• easier to reproduce and validate

 Analytical models are faster for what-if scenarios
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Lecture outline

1.  Let’s draw some links to yesterday’s lectures

2. Performability modeling

3.  Survivability modeling

4. Performability modeling for opportunistic networks
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The 1-million-dollar question...

How

resilient

is a given network ?

How
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How resilient is a given network
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How resilient is a given network
DEF : Network resilience is the network ability to maintain acceptable

performance level when its normal operation is challenged [SHCJRSS10]

... ......

Max acceptable
performance level

time

challenges

time
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Quantitative survivability definition

 Provided by the ATIS T1A1.2 WG technical report on “Network
survivability performance” [T1A01]

m0 : performance metric value
just before a failure

ma : metric value immediately
after the failure

mu : maximum deviation of the
metric from m0

mr : restored metric value after
time tr

tR : total time till the value m0
is restored
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How resilient is a given network

 “how’’  points to attributes and metrics

• Dependability attributes  availability, reliability, maintainability

• Performability attributes  all the above enriched with performance
flavor

• Survivability attributes  (ma, m0, mu, tr, mr, tR)
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From dependability to performability
Dependability
 Reliability R(t) : probability the network will not fail before time t elapses

• function of time and initial state

Performability
 Reliability RP(t, thr) : probability that the network performance (measured

by some metric m) will not drop below some performance threshold thr
before time t

• function of time, initial state and thr
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Q : Which are the dependability/performability-driven definitions
of availability and maintainability? 10



Resilience vs. dependability & performability

Resilience is the persistence of dependability when facing changes
J.C. Laprie [Lap08]

Resilience is the persistence of performability when facing
changes
J.F. Meyer [Mey09]

Both definitions put emphasis on unanticipated changes.
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General modeling approach: hierarchical

 single phase model for the (transition of) phases of the network
• normal  challenge-affected  partially restored  normal

• may include all or a subset of the phases

 multiple separate performance models for the network operation
in each phase

 Dominant choice for both types of models: Markovian Chains
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Phase model

 The network anytime lies in one of a set of discrete phases, inline
with the D2R2 abstraction

• Transitions are triggered by challenge occurrence and the network’s
reaction to them

Fault/error
propagation

Network
remediates

Network
recovers

Event sequence

Normal
operation

Challenge
occurs

Challenge
detected

Fault/error
propagation

Challenge
detected

Challenge detection

Network
remediates

Network
recovers

normal degraded
partially
restored

Network
performance
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Network without recovery capacity

 Example CEL1 : Cellular network with N wireless channels

Card (channel) failures follow independent Poisson() distributions

Two kinds of failures
• Soft(ware) failure, with probability p : the remaining cards can

reconfigure themselves to accommodate the traffic load, without the
need to massively drop all the customers of the failured card

• Hard(ware) failure, with probability 1-p :  all its customers are
dropped
 Hard failures signify network failures
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Phase model for example CEL

 Absorbing CTMC

 State space S = {Sj}
• Sj : j operational cards

• S0 : absorbing state – system failure

 Kolmogorov forward equations for Pi(t)
•

•

•
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Phase model for example CEL

 State probabilities

 Reliability

 MTTF

Q: What is the availability of the system?
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Network with recovery capacity

Example CEL2 : wireless network with N wireless channels

Time-to-failure for each card : EXP()

Time-to-repair : EXP()
• single repair facility
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Phase model for example CEL2 [HeT11]

 recurrent  CTMC

 Can write the differential equations again
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Example CEL2 : steady-state analysis

 ...only now the solution is less straightforward

 simpler to derive the steady-state probabilities {Pi} through flow-
balance equations

•

•

•

•
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Example CEL2 : availability

 Availability : need to determine when I consider the network
available

• generally, network is available when k  Kthr , 1 Kthr  N

•

 for Kthr = 1, N = 25,  = 0.002s-1 and  = 0.1s-1

• Av = 1-P0 = 1-2.693x10-18

Q: What would I have to say about the network reliability R(t) or
MTTF?
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Example CEL2 : reliability

 Would need to slightly change the CTMC model and make it an
absorbing one

• if Kthr = 1

N N-2 … 1N-1 2 0

N (N-1) 2 

   X
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Performance-level model

Example CEL2+ : wireless network with N wireless channels

Call inter-arrival time : EXP()

Call holding time : EXP()

Time-to-failure for each card : EXP()

Time-to-repair : EXP()
• single repair facility
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Pure performance model: norm operation

 Performance model reminiscent of the phase model

 Pr(j calls in the network) with N operational
channels

 Blocking probability  =

0 2 … N-11 N-2 N
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27



N,0 N,2 … N,N-1N,1 N,N

   

 2 (N-1) N

N-1,0

N

…

N-1,1







(N-1) 2



2

N-1,N-1

N


(N-1)



3

(N-1)



(N-1)

Exact composite model

1,0

0,0



1,1










N

k
kkb PP

1

 State (i,j) = (#ch UP,# ch busy)

28



Approximate performability model
 Higher-level availability model

 Lower-level performance model
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Approximate performability model

 Decomposition approach

 What do I gain?
• Simplify computations
 Solve phase model once, solve performance model once

 What do I lose?
• the two processes are studied indepedendently (hard assumption)

• Q: what if only busy channels failed?
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• Q: what if only busy channels failed?
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Blocking prob under different models

  = 5/s  = 0.3/s  = 0.002s-1 and  = 0.1s-1

 Performance (under normal operation – N servers)
• Pb = 0.013376

 Exact composite model (accounting for channel failure and recovery
rates)

• Pb = 0.020178

  = 5/s  = 0.3/s  = 0.002s-1 and  = 0.1s-1

 Performance (under normal operation – N servers)
• Pb = 0.013376

 Exact composite model (accounting for channel failure and recovery
rates)

• Pb = 0.020178
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More solutions to the stiffness problem

 The BT aggregation approach [BoT90]

 Divides the CTMC state space into two types of states, depending
on transition rates

• Fast : at least one fast outgoing transition

• Slow : no fast outgoing transition

 Fast states are further split into one or more recurrent subsets and
at most one transient subset

• states in fast recurrent subsets are connected with each other via fast
transitions and to outside states via slow transitions

• states in the fast transient subset are connected to outside states via
at least one fast transition

 The BT aggregation approach [BoT90]
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• Fast : at least one fast outgoing transition

• Slow : no fast outgoing transition
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at most one transient subset
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The exact model (stiff model)
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The reduced BT model (non-stiff)
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The modeling approach

m0 : performance metric value
just before a failure

ma : metric value immediately
after the failure

mu : maximum deviation of the
metric from m0

mr : restored metric value after
time tr

tR : total time till the value m0
is restored

 Survivability analysis builds on the performability analysis

m0 : performance metric value
just before a failure

ma : metric value immediately
after the failure

mu : maximum deviation of the
metric from m0

mr : restored metric value after
time tr

tR : total time till the value m0
is restored
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Survivability modeling steps

 Step 1 : Develop the phase model of the network

 Step 2 : Devise the performance model given the network
state in the phase model

 Step 3 : Combine the two models into a composite model

 Step 4 : Force a failure to the system and truncate the
composite model

 Step 5 : Perform the transient analysis of the truncated
model with the properly chosen initial distribution

Per
for
ma
bi
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ty

 Step 1 : Develop the phase model of the network

 Step 2 : Devise the performance model given the network
state in the phase model

 Step 3 : Combine the two models into a composite model

 Step 4 : Force a failure to the system and truncate the
composite model

 Step 5 : Perform the transient analysis of the truncated
model with the properly chosen initial distribution
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Back to the cellular network example

 We want to assess the survivability of the network to single
channel failures

 The apparent questions are
Q1: Which is the original performability model?

Q2: What is the set of states to be truncated

Q3: Which are the transient and the absorbing states?

Q4: Which is the initial probability distribution?
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Q1: Which is the original performability model?

Q2: What is the set of states to be truncated

Q3: Which are the transient and the absorbing states?

Q4: Which is the initial probability distribution?
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N,0 N,2 … N,N-1N,1 N,N
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 2 (N-1) N

 

 





3



Q4. Initial probability distribution

transient states

steady-state

N-1,0 N-1,1


N-1,N-1
(N-1)2

transient states

 Pr0(N, j) = Pr(N,j)|t=0 = 0  j[0,N]

 Pr0(N-1, j) = Pr(N-1,j)|t=0  j[0,N-1] is obtained from
the performability model
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Transient analysis of the chain

 Write the differential equations – solve numerically

   tPtPtP
dt
tdP

NNN
N

1.11,0,
0, )(
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dt
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Survivability results CEL2

m0 = 0.013376 (from the pure performance model)
mu = max[PN,N(t)+PN-1,N-1(t)] = 0.0165 (from the survivability

analysis)
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Relevance of Petri Nets

 Petri Nets : formal desription of the dynamic system (network)
evolution

 Main components

place

 BP directed graphs G = (P, T, A)
• P : set of place nodes
• T : set of transition nodes
• A : arcs connect a place to a

transition or vice versa

 tokens : reside in places, fire
transitions

 marking : #tokens in each place
node  state of the network

transition

token

arc

 BP directed graphs G = (P, T, A)
• P : set of place nodes
• T : set of transition nodes
• A : arcs connect a place to a

transition or vice versa

 tokens : reside in places, fire
transitions

 marking : #tokens in each place
node  state of the network
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Simple PN example

P1 P2

P4P3

a) P1 P2

P4P3

b)

t1 t2 t1 t2

P1 P2

P4P3

c) P1 P2

P4P3

d)

t1 t2t1 t2
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Stochastic Petri Nets (SPNs)

 Allow the transitions to be timed
• transitions are not fired immediately upon availability of tokens in the

endpoint place node but after some time interval

 Allow the transition timing to vary stochastically
• when transition timings are exponentially distributed, we come close to

the CTMC models we were talking about

 Allow the transitions to be timed
• transitions are not fired immediately upon availability of tokens in the

endpoint place node but after some time interval

 Allow the transition timing to vary stochastically
• when transition timings are exponentially distributed, we come close to

the CTMC models we were talking about
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What do SPNs save
Primarily representation complexity

 Compare the CTMC...

 ...with the SPN representation

0 2 … N-11 N-2 N

   

Primarily representation complexity

 Compare the CTMC...

 ...with the SPN representation

 2 (N-2) (N-1)

FC BCN 0





t2

t1


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SPNs can expess large MC models

 SPNs are compact representations of large Markovian Chains

 SPN representation  MC generation

• There are automated algorithms to derive the transition probabilities of
MC models directly out of the SPN representation

 ...but more importantly : SPN representation  MC model solution

• SPN models can drive scalable computational approaches for their
solution [Mol81][CBCMT93]

 SPNs are compact representations of large Markovian Chains

 SPN representation  MC generation

• There are automated algorithms to derive the transition probabilities of
MC models directly out of the SPN representation

 ...but more importantly : SPN representation  MC model solution

• SPN models can drive scalable computational approaches for their
solution [Mol81][CBCMT93]
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Lecture outline

1.  Let’s draw some links to yesterday’s lectures

2. Performability modeling

3.  Survivability modeling

4. Performability modeling for opportunistic networks

1.  Let’s draw some links to yesterday’s lectures

2. Performability modeling

3.  Survivability modeling

4. Performability modeling for opportunistic networks
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Opportunistic networking : epidemic

B

E
F

D

D

D

 equivalent to pure flooding

A

C

B

D
D

D

D
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Opportunistic networking : two-hop

 control message replication in the network

E
F

D

Relay C cannot FWD to B

Src

C

B

Dest

D

D

D

Relay C can FWD to Dest
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Phase model for opp dissemination

Normal
operation

Challenge
occurs

Challenge
detected

Fault/error
propagation

Challenge
detected

Challenge detection

Network
remediates

Network
recovers

Event sequence

normal degraded
partially
restored

Network
performance

 What is a challenge? Do the lend to the nominal/degraded/partially
restored phase model?

 Do they allow performance models for each phase?
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Phase model for opp networks

 Normal operation : all N nodes altruistically contribute to the
dissemination process

 Challenge occurrence : arrival of a malicious/selfish node in the
network

• Triggers transition to degraded performance phase: operate with
fewer than N nodes (not knowing it)

 Challenge detection (the hard part…) : through exchange of
contact records and forwarded content

• Triggers remediation action (i.e., blacklisting of the malicious node)

• …and transition to partially restored performance

 Normal operation : all N nodes altruistically contribute to the
dissemination process

 Challenge occurrence : arrival of a malicious/selfish node in the
network

• Triggers transition to degraded performance phase: operate with
fewer than N nodes (not knowing it)

 Challenge detection (the hard part…) : through exchange of
contact records and forwarded content

• Triggers remediation action (i.e., blacklisting of the malicious node)

• …and transition to partially restored performance
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Performance models : normal phase

 e.g., two-hop relaying : routing to a given node

 Mean msg delay Enor[D;N,0] =

 Delivery probability PD = 1

 # message replicas , m  [1,N]
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Performance models
degraded phase

…

N-K,1 N-K,K…

1,0

2,0 2,1

N-K-1,0 N-K-1,1 N-K-1,K-1
…

N-K,K-1

D

b3 (1,0)

b3 (2,1)

b3 (2,0)

b3 (N-K-1,1)

b3 (N-K-1,0)

b3 (N-K,K)

b3 (N-K-1,K-1)

b1(1,0)

b1(2,0)

b2(1,0)

b2(2,1)b1(2,1)b2(2,0)

b1(N-K-1,1)b1(N-K-1,0)

b3 (N-K,1)

b2(N-K,1)
b1(N-K,K-1)

b1(N-K-1,K-1)

N-K,0

b2(N-K,0) b1(N-K,1)

 (N,K) model with K out of N
nodes misbehaving [Kar09]

• (N,1) model can yield
Edeg[D;N,1]
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Performance model : partial recovery

 Depends on the remediation action

 For example, if a node is blacklisted, the performance metrics are
given by the normal phase model for N-1 nodes

• Erest[D] = E[D;N-1,0]
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Performability model

normal degraded
partially
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